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The cost of cyber crime to the UK is estimated at £27bn per year1 with recent years having
seen an increase in recorded instances of cyber crime2. Even though cases of cyber crime
are increasingly being recorded it is believed that these crimes are still under-reported3,4,5. It
is thought that one reason for this is businesses being reluctant to disclose breaches in
cyber security which in turn can lead to reputational damage 4,6. Even though reputational
damage is one of the main factors for not reporting cyber crime, quantifying the impact of
such damage has been largely ignored.7
Reputation is essential for the long term survival of businesses; it is vital to creating and
maintaining confidence and can determine why a customer chooses a certain company or
product above others8. As many businesses now allow customers to make purchases online,
customers and employees expect a company to protect sensitive information such as
personal information, trade secrets and bank or credit card details from being accessed by
hacking 9.
Reputational harm as a result of a security breach has been increasingly cited by businesses
as having the biggest impact; this is linked to the increase in businesses reporting that
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breaches led to varying levels of media scrutiny10. While there is no unique measure to
quantify such reputation losses, the following would provide estimates of the damage:
1.
2.
3.
4.
5.
6.

Loss in sales and profits
Loss in customer satisfaction
Reduction in stock prices (for publicly traded companies)
Business relations and access to credit
Supply chain relations
Corresponding changes in competitors’ indices as in 1-3.11

The total loss to a firm following a cyber attack is of course larger. It includes loss in business
from disruption, delays in service/delivery of their product as well as the resources spent in
strengthening security. There are also costs in terms of the cost of security to prevent
breaches. It is clear that a framework is needed to measure various cost factors and harm
typologies in order to describe how losses are inflicted on both the short and longer terms.
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